
CloudSpaces

PrivySeal

privyseal.epfl.ch 

Hamza Harkous Bojan KarlasRameez Rahman Karl Aberer

“The Curious Case of the PDF Converter that Likes Mozart: Dissecting and Mitigating the Privacy Risk of Personal Cloud Apps.” (PoPETs) 2016

Hello Fax

Loupe Collage
Hello Sign

Word Cloud

Drive Tunes

Audio Cutter

Xodo PDF

WhoHasAccess

Cloud Drive

Excel Viewer

64%

Cloud Apps 

tell you what

data they 

WANT...

...but did you know?

Technology Access ControlWar & Crime

Accept

Accept

PrivySeal 
tells you what Apps

CAN REALLY
KNOW...

...And they 

CAN ... KNOW... 
A ... LOT!

...and you

 are giving data

to a new company

every time you click

Meet the

1000+ companies 
that can potentially get 

All Your Data
on Google Drive...

Brexit

Privacy 
Shield

Coca Cola Microsoft

Uber

Barack 
Obama

You're positive about:

John Smith

John Smith

Huell Babineaux

Huell Babineaux

Adam Kerry 

20%

40%

60%

Adam Kerry 

You're negative about:

Groom

Butcher Shop DogComputer

DishMusical Instrument

Surgery

Hunting CyclingAthletic

SickroomMusical Instrument

What PrivySeal shows you when you select an app:

View your basic profile info

Add itself to Google Drive
View your email address

View the files in your Google Drive

Accept

What Google shows you before you install an app:

PDF Merger wants to:

obtain permissions it doesn’t need

obtain permissions it needs to function

View your basic profile info

Add itself to Google Drive

View your email address

View the files in your Google Drive

Developers could do better? 

Yes, in fact, they could request the following
  permission(s) instead of the extra ones:

View and manage Google Drive 
files that you have opened or 
created with this app.

What do the unneeded permissions say about you?

Negotiations

They tell the app that the following Concepts are
 important to you based on your analyzed documents.
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Who and what appears
 in your photos?

What do your documents 
say about your opinions?

What are your mutual interests 
with your collaborators?

Who are the top people 
you work with?

In what context were
 your photos taken?
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of users would still install over-privileged apps

Far-reaching Insights significantly reduce the
 percentage of users who would install over-privileged apps.
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Specifically, insights that characterize users’ relationships 
are more effective than insights that characterize the users themselves.

of users would still install over-privileged apps


