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Fmergence of 'Shadow IT"

Source: Elastica’s Q2 2015 Shadow Data Report
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Obstacles
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Ensure serviceable protection
instead of brute encryption.

Account for the metadata,
sharing environment, and
data content.

Automatically estimate the
sensitivity of shared data.
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Private crowdsourcing mechanism for
gathering people privacy policies
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’sychologically grounded approach
for estimating sensitivity
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Temporal Cost of Crowdsourcing & Privacy

# of queried items whose sensitivity was available

Hit Rate= —
Total #of queried items

« Synthetic Dataset:
mm 3125 075 -
500 2
§ 0.50
A 30000 E Anonymity o 1 A 3 I 4
0.5 Parameter

%% Zipf context distribution k

S 0001 B—1R

av.: 1 Item/6 hours 25 50 75 10.0
- Time (days)

17

Crowdsourcing cost: Hit rate (HR) from 0 to 90% in 10 days
Anonymity cost: HR difference starts high but vanishes in 10 days.
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DEﬁec’r of Sharnng Behavior on the Temporal Cost
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DRobUS’rness Towards Malicious Userse

e Test:
. Assign sensitivities to items @ g
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and attitudes to people.

o Honest users choose policies
according to the model.

« Malicious users choose
policies at random.
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‘ Tolerance: 25% malicious: ~8% difference, 50% malicious: ~17% difference



Future Work

« Recommendation of policies to users

« Batch sensitivity analysis

« Considering probabilistic attacks on the scheme @@

« Working with IRT alternatives. P
ELO MF
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PrivyShare - Desktop
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Drag your file to a cloud provider Add Provider
OR select the provider and browse to the file path. 9

, )
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« Works with any cloud service
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PrivyShare Benefits

« Works with any cloud service

 Provides “Sensitivity as a Service”

« Offers fine grained protection
« Metadata cleaning
 Face Blurring
« Encryption

« Encryption + Auxiliary Information (automatic summaries, blurred
thumbnails)
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PrivyShare - Browser

Flnder file (dit View Co  Window Melp D ¢ T 4) @ Moo l050AM Q

+ Add new files & Start Uploading & Download previous files

of® Plain files Adjust Privacy & Encrypted files
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PrivySeal: Dealing with 3rd Party Cloud Apps

JotForm PDF Merger PDFSplit!

‘\ @ (di View Co  Window Help

Screen Capture Cloud Print with Dr... Logo Creator
E HelloFax: 50 Free Fax Pages wants to:
| littl
‘ ZIP% memory (] ]
obtain permissions it doesn't need © What do the unneeded permissions say about you?

2ZIP Extracto} the little memory Googulator

) ) They tell the app that the following Topics are important to you
& View the files in your Google Drive. based on your analyzed documents.

health
heart
and

disease o oo
statist
ics

obtain permissions it needs to function

View and manage Google Drive files that you govern

computing

have opened or created with this app. ‘ ment technology and

View your email address.
bank

databases account
View your basic profile info.

electron
ic music

© Developers could do better?

0 Yes, in fact, they could simply refrain from requesting
the extra permission(s) above.

privyseal.epfl.ch
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